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Abstract- Digital image information presently, a
replacement reversible image transformation
technique is planned, this system not only enhances
the standard of the encrypted image however
additionally it will restore the key image in lossless
manner. It maintains the wonderful property that the
initial image cowl is losslessly recovered once
information embedded is extracted whereas
protective the image content’s as confidential. Existing
methodology of reversible information hiding in
encrypted Image supported Reversible Image
Transformation. Different from all existing secret
writing ways, existing methodology primarily based
methodology allow user to transmute the information
of original image into another target image with
constant size. that secure the initial image, the
transmuted image that looks like the target image that
is used because the encrypted image, and therefore
the transmutation is done between the small blocks
with little size, that enhance the standard of the
encrypted image. During this survey paper totally
different reversible information hiding ways are
analyzed. Our principle finds best the PSNR as
compare existing methodology and recover original
image.

Keywords— Reversible data hiding, Image
encryption, Image Histogram, Image Visibility, PSNR,
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I. Introduction
Data hiding is that the method cowl} knowledge
(representing some information) into cover media.
That is, the information hiding method links 2 sets of
information, a group of the embedded information and
another set of the cover media information. The
relationship between these 2 sets of information
characterizes totally different applications for
example, in covert communications; the hidden
information could typically be immaterial to the cover
media. In authentication, however, the embedded
information is closely associated with the duvet media.
In these 2 kinds of applications, invisibleness of
hidden information is a vital demand. In most cases of
information hiding, the duvet media can expertise
some distortion because of knowledge hiding and
can't be inverted back to the initial media. That is,
some permanent distortion has occurred to the cover
media even when the hidden information is extracted
out. [1].Data security ways are classified into 3 major
classes. These are cryptography, watermarking and
steganography. In cryptography the information is
encrypted into indecipherable kind. So, that it
becomes disorganized [2]. Since cipher text has
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Unmeaning kind and so simply stimulates the curiosity
of cruel attackers who are willing to recover or
destroy information. However it doesn't encourage the
existence of the message [3].In some applications, like
diagnosing and enforcement, it's vital to reverse the
marked media back to the initial cover media once the
hidden information are retrieved for a few legal
concerns. In different applications, like remote sensing
and high-energy particle physical experimental
investigation, it's conjointly desired that the initial
cover media will be recovered due to the specified
high-precision nature. The marking techniques
satisfying this demand are mentioned as reversible,
lossless, distortion-free, or invertible information
hiding techniques. Reversible information hiding
facilitates huge risk of applications to link 2 sets of
information in such how that the duvet media will be
losslessly recovered once the hidden data are
extracted out, therefore providing a further a venue of
handling 2 totally different sets of information.
Reversible information hiding (RDH) in pictures may
be a technique, by that the initial cover will be
losslessly recovered once the embedded message is
extracted. This vital technique is wide utilized in
medical representational process, military
representational process and law forensics, wherever
no distortion of the initial cover is allowed [4, 5].
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Histogram is represent graphical illustration is
comparable to a chart that organizes a bunch of
information points into user-specified ranges. The bar
chart condenses an information series into a simply
understood visual by taking several data points and
grouping them into logical ranges or bins. A bar chart
could be a graphical show of information exploitation
bars of various heights. The horizontal axis of the
graph represents the colour variations, whereas the
vertical axis represents the quantity of pixels therein
explicit color. The bar chart compresses an
information series into a simply understood visual by
taking several data points and grouping them into
logical ranges. It plots the quantity of pixels for every
tonal value. An image bar chart may be a graphical
illustration of the pixels intensities distribution in a
picture. Histograms are created of bins, every bin
representing a definite intensity price vary. The bar
chart is computed by examining all picture elements



within the image and assignment every to a bin
looking on the pixel intensity. The peak of a bin
represents the quantity of pixels appointed to that.
The amount of bins within which the full intensity vary
is split is sometimes within the order of the root of the
quantity of pixels [6].
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Moreover, this distinction may modification with
pictures, applications and even at intervals one image.
However, within the current literature several
innovative characteristics and options are projected to
explain the image content and determine content
modifications. Many image process operations are
listed in Tables one and a couple of Operations given
one preserve image content in most cases and so
authentication ways have to be compelled to tolerate
them. Table two lists manipulations that modification
the image content and so they have to be detected by
selective authentication ways [7].

II. LITERATURE REVIEW
Lots of research has been done in the area of
reversible data hiding. In last few years various
efficient methods have been proposed for reversible
data hiding. Some noticeable work in area of
reversible data hiding is as follows:

Zhang [8] suggests a novel method for separable
reversible data hiding .Here content owner first
encrypts the original uncompressed image using an
encryption key to produce an encrypted image. Then,
the data-hider compresses the least significant bits
(LSB) of the encrypted image using a data-hiding key
to create a sparse space to accommodate the
additional data. At the receiver side, the data
embedded in the created space can be easily retrieved
from the encrypted image containing additional data
according to the data-hiding key. Since the data
embedding only affects the LSB, a decryption with the
encryption key can result in an image similar to the
original version. When using both of the encryption
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and data-hiding keys, the embedded additional data
can be successfully extracted and the original image
can be perfectly recovered by exploiting the spatial
correlation in natural image

K. Ma [9] proposed a novel method for RDH in
encrypted images, for that method they do not “vacate
room after encryption” as done previously but
“reserve room before encryption with a traditional
RDH algorithm, and thus it is easy for the data hider to
reversibly embed data in the encrypted image. The
proposed method can achieve real reversibility that is
data extraction and image recoveries are error free.
First up all they empty out room by embedding LSBs
of some pixels into other pixels with a traditional RDH
method and then encrypt the image, so the positions of
these LSBs in the encrypted image can be used to
embed data. Not only the proposed method separate
data extraction from image decryption but also
achieves excellent performance.

F. Mintzer et al. in [10]. Images marked with reversible
visible watermark were posted on the Internet for
application in their digital library. The watermarked
image was in the form of a puzzle that the users could
obtain easily using a program for an extra fee,
removing the watermark and thus reconstructing the
original image.

Z. Ni, et al. [11] Presented a Robust Reversible Data
Hiding (RRDH) scheme to avoid the salt-and-pepper
noise. The host image is initially categorized into
blocks of size 8x8 by using the Error Correction
Coding (ECC) and permutation methods. In order to
realize reversibility of the image and robustness if the
image is subjected to JPEG compression, the proposed
method is quite effective.

Xinpeng et al. [12] this correspondence proposed a
lossless, reversible and data hiding schemes for
public-key-encrypted images probabilistic and
homomorphic properties of cryptosystems. With these
schemes, the pixel division/reorganization is avoided
and the encryption/decryption is performed on the
cover pixels directly so that the amount of encrypted
data and the computational complexity are lowered.
Due to data embedding on encrypted domain may
result in a little bit distortion in plaintext domain due
to the homomorphic property, the embedded data can
be extracted and the original content can be recovered
from the directly decrypted image. With the combined
technique, a receiver may extract a part of embedded
data before decryption, and extract another part of
embedded data and recover the original plaintext
image after decryption.

C. Anuradha et al. [13] proposed a secure and
authenticated discrete reversible Data hiding in cipher
images deals with security and authentication. In the
first phase, a content owner encrypts the original
uncompressed image using an encryption key. Then, a
data hider may compress the least significant bits of
the encrypted image using a data hiding key to create



a sparse space to accommodate some additional data.
With an encrypted image containing additional data, if
a receiver has the data hiding key, receiver can extract
the additional data though receiver does not know the
image content. If the receiver has the encryption key,
can decrypt the received data to obtain an image
similar to the original one, but cannot extract the
additional data. If the receiver has both the data hiding
key and the encryption key, can extract the additional
data and recover the original content without any
error by exploiting the spatial correlation in natural
image when the amount of additional data is not too
large. It is also a drawback because if the receiver has
any one key as known, and then he can take any
information from the encrypted data. In order to
achieve authentication SHA-1 algorithm is being used

Chen et al [14] observed that RDH scheme for an
encrypted signal is developed by taking digital image
as an illustration for description. While encryption the
image, each pixel value was divided into two parts.
Those two parts are Most Significant Bits (MSBs)
numbering seven and one LSB and these parts are
encrypted. Based on the principles of homomorphism
modification was effected to two encrypted LSBs of
each encrypted pixel pair in order to reversibly embed
one secret bit. This enables the receiver to retrieve the
embedded bits easily and recover the original image
which is possible by ascertaining the relationship
between two decrypted LSBs in each pixel pair. But,
the intrinsic overflow could not be averted

KokSheik Wong ET. al. [15] introduced RDH in videos.
Information was implanted into a compressed video
by concurrently manipulating Mquant and quantized
DCT coefficients, the significant parts of MPEG and
H.26x-based compression standards. When fed into an
ordinary video decoder, the modified video can
reconstruct the original video even at the bit-to-bit
level. Reverse zero run length (RZL) was used to deed
the statistics of macro block for realizing high
embedding efficiency trading off the payload.

II1. Result Analysis and Matlab Tool

MATLAB version 13 is a high-level technical compute
language and interactive environment for algorithm
development, data visualization, records analysis, and
numeric computation Mat lab is a software program
that allows you to do data manipulation and
visualization, calculations, math and programming. It
can be used to do very simple as well as very
sophisticated tasks. Database, analysis, visualization,
and algorithm development. You can perform efficient
data retrieve enhancement. Many functions in the
toolbox are multithreaded to take benefit of multicore
and multiprocessor computers. The key features of
MATLAB, a high level language has: Interactive
Environment for iterative exploration, design and
problem solving, Mathematical function for statistics,
filtering, numerical analysis and solving the equations.
Database analysis and retrieval fine data in dataset.
Development tools for improving code quality and
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maximizing performance. Tools for structure use with
custom graphical interfaces. It has following
functionality for data analysis: Analyzing Data
healthcare, Acquiring Data, Visualizing Data, text and
documenting analysis. Our experimentation one
images like white-flower-edward-myers image in jpg
size 28.2 KB and dimension 600x428 as a host image
and adhere images image as data image in jpg size
10.2 KB and dimension 282x179 as a data image
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VI. Conclusion
Our proposed method an image advanced image
histogram transformation method (AIHTM) and
proposed method a is robustness is good as comparing
existing image histogram transformation
method(IHTM).Reversible information hiding schemes
for encrypted image with a low computation quality is
analyzed, that consists of image secret writing,
information hiding and knowledge extraction/ image
recovery phases. The initial pictures are encrypted by
a secret writing strategy. Therefore a study regarding
a secret writing strategy is per-formed. Though an
information hider doesn't know the initial content, he
will insert the key information into the encrypted



image by modifying a section of encrypted
information. Therefore ways for information
embedding also are detected. information hiding in
encrypted image by reversible image transformation,
which might transform a secret image to at random
designated target image for obtaining an encrypted
image which is employed because the secret writing of
secret image with smart visual quality, and therefore
the secret image will be improved with none loss. It
will defend the image content. Therefore it's
interesting to implement IHTM in encrypted pictures,
by that the cloud server will reversibly insert
information into the image how-This kind of attack
may be useful against encryption techniques based on
changes on pixels positions or transformations which
do not alter significantly the histogram of an image. An
advanced image histogram transformation method
(AIHTM) compared to the existing image histogram
transformation method (IHTM), the proposed method
highly improves the embedding rate, as well as the
PSNR of the image, is also good. The above work is
simulated using MATLAB simulation tool. The Mean
square Error (MSE) should be most between the initial
image and therefore the encrypted image and
therefore the PSNR should be low as a result of PSNR
is inversely dependent on the MSE.

Reference

[1]. M. Johnson, P. Ishwar, V. Prabhakaran, D.
Schonberg and K. Ramchandran. 2004. On
compressing encrypted data. IEEE Trans. Signal
Process. 52(10): 2992-3006.

X. Zhang, G. Feng, Y. Ren and Z. Qian. 2012.
Scalable coding of encrypted images. IEEE Trans.
Image Process. 21(6): 3108-3114.

R.H. Chan, F.R. Lin, KM. Yeung. 2001. A frequency
domain based watermarking scheme with spatial
repetition coding. Proceedings of the 5th World
Multiconference on Systemic, Cybernetics and
Informatics. VI: 35-40, Orlando.

F. Bao, R. H. Deng, B. C. Ooi, et al, “Tailored
reversible watermarking schemes for
authentication of electronic clinical atlas,” IEEE
Trans. on Information Technology in Biomedicine,
vol. 9, no. 4, pp. 554-563, Dec. 2005.

J. Tian, “Reversible data embedding using a
difference expansion,” IEEE Trans. Circuits Syst.
Video Technol,, vol. 13, no. 8, pp. 890-896, Aug.
2003.

G. A. Sathishkumar, Srinivas Ramachandran and K.
Bhoopathy Bagan “Image Encryption Using
Random Pixel Permutation by Chaotic Mapping”,
IEEE Symposium on Computers and Informatics,
2012.

Dittmann ], Steinmetz A Content-based digital
signature for motion pictures authentication and
content-fragile watermarking. In: Proceedings of
the IEEE international conference on multimedia
computing and systems, vol II. Florence, Italy, pp
209-213, 1999.

[2].

[3].

[4].

[5]-

[6].

[7].

[10].

[11].

[12].

[13].

[14].

[15].

[16].

[17].

[18].

[19].

[20].

[21].

907

Current Trends in Technology and Science
ISSN: 2279-0535, Volume: VIII, Issue: I, March 2019

[8]. X. Zhang, “Separable reversible data hiding in
encrypted image,” IEEE Trans. Inf. Forensics
Security, vol. 7, no. 2, pp. 826-832, Apr. 2012.

K. Ma, W. Zhang, X. Zhao, N. Yu, F. Li, “Reversible
data hiding in encrypted images by reserving
room Dbefore encryption,” IEEE Trans. on
Information Forensics and Security, vol. 8, no. 3,
pp. 553-562, Mar. 2013.

F. Mintzer, ]J. Lotspiech, and N. Morimoto,
“Safeguarding digital library contents and users:
Digital watermarking,” D-Lib Mag., Dec. 1997.

Z. Ni, Y. Q. Shi, N. Ansari, W. Su, Q. Sun and X. Lin.
2008. Robust lossless image data hiding designed
for semi-fragile image authentication. IEEE Trans.
Circuits Syst. Video Technol. 18(4): 497-509.
Xinpeng Zhang, Jing Long, Zichi Wang, and Hang
Cheng, “Lossless and Reversible Data Hiding in
Encrypted Images with Public Key Cryptography,”
IEEE Trans. on Circuits and Systems for Video
Technology, 2015.

C. Anuradha and S. Lavanya “A secure and
authenticated reversible Data hiding in encrypted
images” 2013, IJARCSSE.

Y. C. Chen, C.-W. Shiu and G. Horng. 2014.
Encrypted signal-based reversible data hiding
with public key cryptosystem. ]J. Vis. Commun.
Image Represent. 25(5): 1164-1170.

KokSheik Wong, Kiyoshi Tanaka, Koichi Takagi
and Yasuyuki Nakajima, "Complete Video Quality
Preserving Data Hiding, "IEEE Transactions on
Circuits and Systems for Video Technology, vol:19,
pp: 1499- 1512, 2009.

Handling Noise in Single Image Deblurring
victimization Directional Filters, Lin Zhong,
Sunghyun Cho, Dimitris Metaxas, Sylvain Paris, Jue
Wang, Rutgers University, Adobe analysis.

S. Morigi, L. Reichel, F. Sgallari, and F. Zama,
associate reiterative technique for linear separate
ill-posed issues with box constraints, ]. Comput.
Appl. Math., 198 (2007), pp. 505-520.

R. C. Gonzalez and R. E. Woods, Digital Image
process, apprentice Hall, New Jersey, 2008.

Ken cabeen and Peter Gent, "Image Compression
and also the discrete circular function Transform
“Math forty five, College of the Redwoods.

M. A. Shaikh a, S. B. Sayyad,” Color Image
Improvement Filtering Techniques For
Agricultural Domain mistreatment MATLAB”,
ISPRS TC VIII International conference on
“Operational Remote Sensing Applications:
Opportunities, Progress and  Challenges”,
Hyderabad, India, December nine - twelve, 2014.
Jyoti Dadwal and Bhubneshwar Sharma*” Image
process technique used for improvement image
application = method in physical science
engineering”, International Journal of Advances in
research project 2015; 1(10): 356-358.

[9].



