
 Current Trends in Technology and Science 

ISSN: 2279-0535, Volume-VIII, Issue- III, May 2019 

911 

 

Survey on Reversible Data Hiding Algorithms in Encrypted Images 
(RDHAEI) with Histogram  

Ambika Sewaniya 1, Prof. Surendra Chadokar 2 
Department of CSE, LNCTS, Bhopal, India 

1ambika.sewaniya@gmail.com, 2surendrachadokar1984@gmail.com 

ABSTRACT:  Reversible information hiding may be a wide 
used technique on the idea of watermarking. The host 
image will be recovered specifically. Reversible 
information activity technique is applied at medical and 
military applications. the information embedding method 
can sometimes introduce permanent loss to the cover 
medium. In many fields like medical, military, and law 
forensics degradation of cover isn't allowed. Reversible 
information activity algorithms in encrypted pictures 
(RDHAEI) with bar graph, since it maintains the excellent 
property that the first image cover will be losslessly 
recovered once information embedded is extracted 
whereas protective the image content’s as confidential. 
Reversible information activity techniques recover the 
first carrier specifically once the extraction of the key 
encrypted information. Reversible information 
concealment Techniques are classified supported the 
strategy of implementation. During this paper a survey on 
the various techniques applicable supported distinction 
expansion, bar graph shifting. during this survey paper 
totally different reversible information hiding strategies 
are analyzed. All previous strategies insert information by 
reversibly encrypted pictures and information extraction 
and/or image restoration. Reversible information 
concealment that permits pictures to information in 
hidden type and improved to their origin by removing 
digital hidden information. 
 
Keywords- Reversible data hiding, Image Data 
privacy protection, RDHAEI, PSNR. 
 
 
I. INTRODUCTION 
In present continuously new devotion is funded to 
reversible information concealing in encoded pictures. 
in the meantime it defends the outstanding assets that 
the first cover may be losslessly improved after 
embedded information is deleted whereas defensive the 
image content privacy. With the broad, universal use of 
the web, it's presently needed to encode delicate 
information earlier transmission to defend those 
information. Reversible information concealing ways 
will ensure that the receiver which may receive hidden 
messages and find well required information while not 
distortion. Reversible data-hiding has established wide 
attention since retrievable media are additional 
valuable once protective the protection and privacy of 

sensitive info. for instance, assume that the actual data 
of a patient is personal data and also the patient’s X-ray 
image is employed as cover media. it's important to 
recover X-ray image with none loss of detail when ill  the 
patient’s personal data. Presently, there are 3 helpful 
domains employed in reversible data-hiding systems [1] 
spatial domain, distorted space and also the density 
compression field. In spatial domain pixels of the quilt 
image convert on to hide the information and within the 
distorted space the quilt image is method through a 
transform method to achieve frequency coefficients [2]. 
After frequency constant is increased to cover 
information. within the compression domain for 
modified to cover the information compression code is 
employed. Digital Steganography and Watermarking are 
2 primitive techniques for act secrete information in 
appropriate carriers like image, audio and video files. 
These techniques could distort the first image when 
extracting the hidden information. These may be used 
for copyright protection, media registration, integrity 
authentication etc. The embedding method sometimes 
distorts the first cover image that carries secret 
information for good. however in applications of 
medical image process, military and forensics, 
degradation of original cover can't be allowed. to beat 
this disadvantage a technique that may recover the first 
image while not distortion when the extraction of the 
key information came into existence. it had been 
referred to as reversible information concealing (RDH) 
or lossless information concealing. It embeds invisible 
information referred to as payload or secret or hidden 
information into a digital image referred to as cover 
image during a reversible manner. Figure one shows the 
diagram of RDH. Reversible information concealment 
restores original image once the extraction of the key 
information with negligible distortions and truthful 
quality. therefore RDH techniques are becoming 
widespread. From a secure communication system’s 
read RDH embeds some digitized data in a picture so 
only AN authenticated party will extract the hidden data 
and restore the first image. AN data activity system is 
characterized supported four completely different 
aspects: capability refers to the number of hidden data 
the cover media will accommodate. Security refers to 
the feature enclosed to shield the extraction of the 
hidden data by a hacker. physical property is that the 
ability to note the hidden data. strength is that the ability 
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to resist modifications on the stego medium while not 
distorting the hidden data. customary RDH algorithms 
are essentially classified into 3. 

 
Figure 1: Reversible data hiding algorithms in 
encrypted images (RDHAEI) with histogram 

 
The primary class of algorithms follow lossless 
compression embedding framework (LC)[3]. In it, a twin 
feature is computed for a try of component and 
compressed. Messages are embedded within the further 
house left by lossless compression. The second classes 
of algorithms are supported distinction expansion 
(DE)[4]. Data embedding after the secret writing 
method, the information hider place up the encoded 
image, and insert restricted information into it. the 
information} hider will it modification the first image 
and only can manage the access to the embedded data.  
information extraction and image secret writing the 
information} mining and data extraction entirely differs 
from image secret writing. 2 completely different case 
are taking to point out.  

Case1: Extracting information from encoded images: 
The management simply becomes the privileges 
to own  the information} concealing key and 
manage data in encoded space. It will decipher 
the LSB-planes and removes the additional 
information. The proof of encrypted pictures is 
economical complete LSB replacement. the 
whole method is finished by the encrypted 
image, wherever it avoids the escape of original 
information.  

Case2: Removing information from decrypted images: 
The inserting and removal of information is 
complete through the encrypted space. however 
the image decrypted by operator and also the 
information extracts from decrypted space. F. 
bar graph shrinks and image secret writing the 
data concealing technique has been shaped in 2 
sets of information, a collection of inserted 
information and defend broadcasting. within the 
information concealing techniques, defend 
media become distorted and it doesn't revert 
back the first information. The defend media 
created by stable distortion once the deduction 
of hidden data[5]. 

 

Major application areas of reversible information 
concealing: Reversible information concealing is 
technique to insert the extra message within some 
distortion unacceptable cowl media. this is often the 
technique that's principally used for the authentication 
of information like pictures, videos, electronic 
documents. As long as image is concerned the technique 
may be helpful in space of protection and transmission 
of secret sensitive military and medical pictures. In 
applications like in enforcement, medical pictures 
systems, it's desired to be able to reverse the stegno 
media back to the first cowl media for legal thought. The 
remote sensing and military imaging, high accuracy is 
needed. In some research, experimental information is 
high-priced to be achieved. Below these circumstances, 
the changeability of the first media is desired. the 
information activity scheme satisfying these demand is 
referred as lossless. allow us to contemplate AN 
example, suppose a medical image info is keep during an 
information center and server within the information 
center, And insert notations into an encrypted version of 
a medical image through an RDH technique. With the 
notations the server will manage the image or verify its 
integrity while not having the data of the first content, 
and so the patient’s privacy is protected. On the opposite 
hand, a doctor, having the cryptologic key, will decipher 
and, a doctor, having the cryptologic key, will decipher 
and restore the image during a reversible manner for 
the aim of additional diagnosis. so chief application 
space of reversible information concealing is in IPR 
protection, authentication, military, medical and law 
enforcement[6]. 
 
II.RELATED WORK 
In [7] Weiming Zhang et al.[7] has proposed a 
framework for reversible data hiding for embedding 
data in an image by reserving room before encryption. 
Since losslessly vacating room from the encrypted 
images is relatively difficult and sometimes inefficient. 
 
In  Mintzer et al. in [8]. Images marked with reversible 
visible watermark were posted on the Internet for 
application in their digital library. The watermarked 
image was in the form of a puzzle that the users could 
obtain easily using a program for an extra fee, removing 
the watermark and thus reconstructing the original 
image 
 
 In [9] Jui Tian et al. by has introduced a difference 
expansion technique which discovers extra storage 
space by exploring the redundancy in the image content. 
Both the secret data holding capacity limit and the visual 
quality of embedded images of the DE method are 
among the best in the literature, along with a low 
computational complexity. 
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In Zhenxing et.al [10] suggested method targeting at 
encrypting a JPEG bit stream into an appropriately 
ordered structure, and then embedded a secret message 
into this encrypted bit stream by marginally modifying 
the JPEG stream. The secret message bits were encoded 
using the error correction codes to attain a complete 
data extraction and image recovery. 
 
In [11] Wen-Chung Kuo et al. by has proposed a new 
method of adaptive reversible data hiding based on 
histogram. In order to enhance the data hiding capacity 
and embedding point adaptively a new scheme was 
proposed based on histogram and slope method. This 
method keeps the embedding capacity high and also 
maintains the high quality of stegno-image. 
 
In Yi-Pei et.al [12] proposed RDH for embedding data in 
VQ-compressed codes formed on the basis of the de-
clustering strategy and the similarity property of 
neighboring areas in a normal image. They proposed 
two de-clustering methods, one using the minimum 
spanning tree and the second using short-spanning-path 
algorithms. With this proposed method original cover 
index table could be recovered from the stegoed index 
table. Here the embedding capacity depended on image 
context, codebook size, and the number of the de-
clustered groups. 
 
Siddharth Malik et al. in [13] has proposed another 
promising approach for color visual cryptography which 
involves three main steps that are Sieving, Division and 
Shuffling to generate random shares. This approach 
promises the minimal computation requirement for 
generation of the original secret image from the random 
shares without any loss of image quality.  
 
In [14] Bhaskara Reddy, et.al suggested an Effective 
Algorithm of Encryption and Decryption of Images Using 
Random Number Generation Technique and Huffman 
coding .The implemented security for image used the 
random number generator. It uses an image read its 
pixels and convert it into pixels matrix. The matrix of 
order as height and width of the image. It changes that 
pixels into some fixed numbers. It generates the key 
using random generation technique. Encrypting the 
image using this key. It performing random 
transposition on encrypted image. Converting it into one 
dimensional encrypted array. Finally applied Huffman 
coding on that array. Due to this size of the encrypted 
image is reduced. The image is encrypted with the data 
used. The decryption is reverse process of encryption. 
Hence the proposed method provides a high security for 
an image with minimum memory usage 
 
In [15] Koo Kang, G et al. by introduces a color visual 
cryptography encryption method that produces 

meaningful color shares via visual information pixel 
synchronization and error diffusion halftoning. 
 
In Wen-Hsiang Tsai1 et al. [16] proposed a lossless data 
hiding method based on histogram shifting. It employs a 
method of adaptive division of cover images into blocks. 
To use large data hiding capacities as well as high stego 
image qualities. The method is to break a bottleneck of 
data hiding rate increasing at the image block size of 8 × 
8. It is found in existing histogram shifting methods. 
Four ways of block divisions are designed. The method 
provides the largest data hiding capacity is selected 
area. To use the histogram shifting method. Histogram 
shifting used in an easy way to find out the encrypted 
images. 
 
In [17] Wei Qiao et al. have proposed a new secret visual 
cryptography scheme for color images based on 
halftone. Firstly a chromatic image is decomposed into 
three monochromatic images in tone cyan, magenta and 
yellow. Secondly, these three images are transformed 
into binary images by halftone technique. Finally, the 
traditional binary secret sharing scheme is used to get 
the sharing images. 
 
III.EXPECT OUTCOME  
In research in field image processing in reversible data 
hiding algorithms in encrypted images (RDHAEI) with 
histogram and image data secure, more authentications 
and more PSNR.   
  
IV. CONCLUSION 
Reversible information concealment algorithms in 
encrypted pictures (RDHAEI) with bar chart recovers 
the first carrier specifically when the extraction of the 
key encrypted information. Applications like medical 
representational process, military and forensics use 
these techniques for copyright protection, media 
registration, integrity authentication etc. the various 
techniques used for reversible information concealment 
over the last 20 years like lossless compression, 
differential expansion, bar chart shifting, prediction 
error and its variations were mentioned. A survey on 
numerous Reversible information concealment 
algorithms is performed. Reversible information 
concealment schemes for encrypted image with a low 
computation quality is analyses, that consists of image 
secret writing, information concealment and 
information extraction/ image recovery phases. the first 
pictures are encrypted by AN secret writing strategy. 
Therefore a study concerning a secret writing strategy is 
performed. Though a data ledge an information hider 
doesn't know the first content, he will implant the key 
information into the encrypted image by modifying an 
area of encrypted information. Therefore ways for 
information embedding are become aware. 
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